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Onsight TeamLink Overview

Librestream’s innovative Onsight TeamLink capapilihmediately connects teams
across networks without needing to open SIP and tileRall ports. It provides a quick
and easy method for Onsight to connect across mk$vwbat prevent standard SIP calls
as a result of their firewalls. This option canaghg simplify the Onsight experience,
especially when teams need to urgently connect euitomers or suppliers across
various networks.

In these cases, as long as HTTP (port 80) or HT(pB& 443) traffic is allowed through
the firewall, the Onsight TeamLink Server (OTLShapiickly connect Onsight
collaborators across firewalls that typically restSIP/Media traffic. If you can browse
the Internet, you can most likely connect Onsigitaborators without making any
adjustments. The Onsight TeamLink traffic flow epttted below.

TeamLink
Server

- TTP/HTTP S - Q - TTP/HTTPS < P/TCP/RTP/UD P 9
SIP Server

HTTPS: 443 SIP: 5060/5061

Endpoints - Firewall

HTTP: 80 UDP: Configured

Transmission Security

Onsight TeamLink acts as a proxy. The Onsight neotbdvices and Onsight Expert client
endpoints send all SIP and media traffic encapsdlet the HTTP or HTTPS protocol.
Onsight TeamLink forwards the SIP and media tratiithe SIP Server and
automatically negotiates the connection.

Onsight supports the SIP-TLS security method an& BB bit content encryption to
provide end to end security over the transmisdioaddition, an enterprise has the
option to disable Onsight TeamLink or restricoifast HTTPS (TCP 443) if there are
any concerns about HTTP (TCP port 80) connections.

Direct SIP Server Communication

The ideal method to establish an Onsight collalbmmegession is direct communication
with the SIP Server. This method sends all traffrectly to the SIP Server, which can
optimize performance. In this case, the networwall must allow traffic for the
required SIP and UDP ports. As mentioned previqusipay be challenging to get the
required firewall ports open to allow this connentiln that case, the Onsight TeamLink
method is the best approach.
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Direct SIP Server communication traffic flow is igally Onsight Endpoint >
Firewall/NAT > SIP Server. This requires that 8i® and UDP ports are allowed on the
firewall to the destination address of the SIP 8ergain, if the ports are not open,
Onsight TeamLink provides an alternative methodaonect Onsight endpoints.

<SP/ TCP/RTP//UDP mnlfi- <SP/ TCP/RTP//UDP sl 9

SIP Server

SIP: 5060/5061 SIP: 5060/5061

Onsight
Endpoints Firewall

UDP: Configured UDP: Configured

Onsight TeamLink Configuration

There are two areas involved in the configuratibthe Onsight TeamLink tunneling
service — TeamLink settings and Firewall Detediirsgs.

TeamLink Settings

To connect to TeamLink the Onsight endpoint mustdogigured with the information
shown in the image below:

E Preferences: a

General Status

Calls .
Registration Status:  MWot Registered

Metworking

Audio Reqgistration Settings

Sounds |»] Enable onsight TeamLink registration
Telestration Server: teamlink. librestream, com

Software Updates Path: TeamLinkwehService/ Client, asmx
RemateManagement| | rrp port: [an HTTPS Port: 443
WebEx

Proxy Setkings Wy 5

Firewall Detect Passward: LTTYTYTY

TearnLink

Ok i | Cancel ‘

Note: Contact Librestream if you do not already havéasight TeamLink User ID and
Password.
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The following table describes each of the fieldsvah above.

Registration Status Reports TeamLink registration status

Server Onsight TeamLink IP address or Domain name (pralige
Librestream)

Path the path to the OTLS on the host Server

HTTP port the port used by TeamLink to receive HTTP traffic

HTTPS port the port used by TeamLink to receive HTTPS traffic

User ID the Onsight TeamLink user ID (provided by Libreatrg

Password the Onsight TeamLink user account password (pravire
Librestream)

Disable HTTP Disables HTTP so that only HTTPS is used to regist¢he

registration OTLS. HTTP may not be desired since it is unenaygpt

Always use TeamLink Only register to the SIP Server via OTLS

Firewall Detection

The second component to configure for Onsight Taaknis the Firewall Detect
settings. However, if the default settings are ptadae, there is no additional
configuration required.

The Firewall Detect Testutomatically tests the firewall status of Onsight mobile desice
and Onsight Expert desktop clients. Depending errélsults of the automated test,
Onsight calls will connect through SIP, HTTPS orTHPTprotocols without any IT
intervention required.

The Firewall Detect Test sends SIP, UDP, HTTP,ARdPS test packewirectly to the

TeamLink Server to determine if the ports are open on the Firevadl reply for each
packet type is not received the port is markednavailable.

Example: Onsight Endpoints perform Firewall Detect Test

SIP: 5060/5061
UDP: as
Configured <
\§ TeamLink
HTTPS: 443 X
HTTP: 80 ‘

Both the SIP and UDP ports must be opened for BRee@nnectivity test to pass and be
reported as ‘Enabled’.
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Firewall Detect Preferences

The initial Firewall Detect configuration screersl®own below. There is no
configuration required if the default settings aceeptable.

E Preferences

General Status

Calls
Client state:  Enabled
Metworking

Conneckivity: SIP
Audio v o

Sounds | Test How ‘I Details,

(DHTTP  (JJHTTPS () Network

-

Telestration
Settings

Software Updates

i T ) Use custom settings
WebEx

Proxy Sektings

Firewall Detect

TearnLink.

J

O ‘ | Cancel ‘

The following table describes each of the fieldsvah above.

Client state indicates state of the Firewall Detect client
Connectivity indicates connection method status

Test Now runs the Firewall Detect test

Details displays Firewall Test results

Use default settings

uses the TeamLink default port settings for thewall Detect
Test, e.g. HTTP (TCP port 80)

Use custom settings

if custom port settings are required to run theWwall Detect Test

Advanced

set the custom UDP, TCP ports and test intervaFii@wall

Detect Test

Firewall Detect Advanced Settings

To customize the Firewall Detect ports, select ‘Ogstom settings’. You can then
configure the ports to test if your enterpriseas msing the standard ports for HTTP (i.e.
TCP 80) or HTTPS (i.e. TCP 443).

Press the ‘Advanced...’ button to enter the custonPldnd TCP ports for SIP and
media traffic on the firewall. The following screeiil be displayed.

Frewall DetechinmAdvanced Sethings: a
UDP Ports: | SEMEERNN]
TCF Parts: S060-5061
Inkerval: 1 g Minutes
oK | Cancel
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The following table describes each of the fieldth@ screens shown above.

Use default settings | Use the default TeamLink Server configuration
UDP Ports Manually set the UDP ports to be tested for Media
TCP Ports Manually set the TCP ports to be tested for SIP
Interval Enter the minutes between test runs

Firewall Detection Status

For a summary of all the Firewall Detect settingd atatus, select ‘Details...” and the
following screen will appear.

Mapped Address: 64.4.89.120: 14137

Path MTL: 1300
LDP
Conneckivity: Yes
Ports Cpen: 55024,558523
Ports Blocked:
SIP
Conneckivity: Yes

SIP Aware NAT: Mo

Ports Cpen: S0680-5061

"_IFirewalllDetection Status a
Client state: Enabled
Connectivity: @ s (DHTTP (D HTTPS (D) Metwork
Local Address: 192,168.1,20:4427]

| Fun Firewall Detection Test J | Expart Repart.., J | [al4 ‘

The following table describes each of the fieldsvah above.

Client state

Indicates whether Firewall Detect is active

Connectivity

Reports the Status of the SIP Registration methadsNetwork.

@  Connection Method is Open/Network is connected
Connection Method is Disabled

®  Connection Method is Blocked

Local Address

Reports the Local IP address of the Host PC run@ingjght
Expert

Mapped Address

Reports the external IP address of the FirewalP@iesits behind

Path MTU

Reports the size of the Maximum Transmission UWmitlhe Host
PC

UDP Connectivity

Reports the status of the listed UDP ports on trewall

SIP Connectivity

Reports the status of the listed TCP ports on treall
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The UDP test checks the ports used for the media as audio, video and data. For
efficiency, set the boundaries of the port range would like to test as in the example
above by separating them by commas e.g. 52000 05dH3ting a complete range e.g.
52000 — 52100 could take an excessive amount @f tim

The SIP test will check for TCP ports 5060 and 5864 it will test for SIP aware
Firewalls. The SIP Aware NAT test is a SIP headst kboking for Public IP addresses
being inserted in the SIP header in place of peiva#&N IP addresses. When a SIP Aware
NAT is present it can cause confusion for the SBR/& so it is best to use SIP-TLS as
the transport. SIP-TLS will encrypt the SIP headard make these unavailable for
inspection by the SIP Aware NAT.

Example: SIP and HTTPS ports are blocked to the TeamLink Server

Genaesl ST
Cals
Chank stote;  Started
Networking
Cornectivity: QISP (DHTTP S HTTRS () Network
Sounds Test Mo, Deteads,. |
Tidustation Sattings
Software Lipdates
[ W & Lise defaul settings {recommendad)
ol o Use oustom settngs
WebEx
|| Proxy settings
| Firewall Davect
TeamLink

oK J Concal |

Example: SIP and HTTPS are available. HTTP was disabled and will not be used.

& Preferences: a

General Status

Calls
Client state:  Enabled

Metworking

P Connectivity: () SIP HTTP (D HTTPS () Network
Udio

Sounds | TestMow || Details...

Telestrati
elastration Settings

Saoftware Updates

#) Use default settings {recommended)
Remote Managernent " .

) Use cuskom settings

WehEx
Priowy Setkings
Firewall Detect

TeamlLink

oK i | Cancel
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Order of Precedence Summary

Onsight TeamLink will determine the optimal methmased on the results of the Firewall
Detect test. If SIP is available, Onsight endpuiilit connect directly to the SIP Server.
However if SIP is not available, the Onsight endpaiill use either HTTPS or HTTP to
tunnel the SIP traffic to the TeamLink Server.

1. SIP / UDP The first choice is to connect using Blboth the SIP and
UDP ports are open.

SIP: if confirmed as open, the Onsight endpointregister
directly to a SIP Server such as the InGate SIBaaatCisco
Video Communication Server (VCS).

UDP: if confirmed as open, the Onsight endpoint samd
Media traffic directly to a SIP Server.

Both SIP and UDP must be open to use direct Slidtratjon.

2. HTTPS The second choice is to connect using HTIT P&t 443 is
open and the Onsight TeamLink CA certificate igatied on
the Onsight endpoint. Thawte is the CA for the Tiimk
Server certificate.

Note: This certificate is included in the V5.0 uade for the
Onsight Mobile (Device) software.

If confirmed as open, the Onsight endpoint canstegito
Onsight TeamLink and proxy all SIP and UDP medadfit
through it.

3. HTTP The third choice is to connect using HTTPBdft 80 is open.

If confirmed as open, the Onsight endpoint can stegito
Onsight TeamLink and proxy all SIP and UDP Medafic
through it.
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Potential Issues

Latency on Poor Networks

Streaming video over TCP port 80 or 443 can intcedatency. Librestream has
implemented an innovative approach to overcomeldhesncy, but in situations where
network reliability is poor and available bandwidasHow, there may be a noticeable
effect.

In these situations, Librestream recommends adgistie Onsight media configurations
to decrease the bandwidth load. If that isn’t sigfit, it is worthwhile to go through the
process required to open the SIP and UDP firewatisp

False SIP Negatives from Firewall Detect

It is possible to get a false negative from theWwall Detection Test for the SIP test. This
false negative may occur in the following situation

The Onsight TeamLink server will not detect firelsahat have already been configured
to work with unknown SIP Servers, which may resuthe use of HTTP/HTTPS
tunneling when it is not required. This is becaileeSIP ports are tested using the
Onsight TeamLink server as the destination. IfRlrewall blocks SIP to OTLS but
allows SIP to another unknown SIP Server, thertesilt will report ‘SIP blocked'. In

this case, the OTLS should be added to the Firawhlte List on your network to allow
traffic to it.

Note: the term ‘unknown SIP Server’ is meant oolynidicate that OTLS is unaware of
the SIP Server in terms of Firewall Detect.

Example: An existing customer already has firewaks to allow SIP/UDP to a certain
SIP Server. If there are no similar rules on trewfall defined for the Onsight TeamLink
server, the firewall detection algorithms on the/OB will report that SIP is not
available and use HTTPS or HTTP tunneling by deéfalibrestream recommends that
existing and new customers should apply firewd#sdor SIP/UDP for both the Onsight
TeamLink server and the existing SIP Seroéhnerwise they should disable Onsight
TeamLink when inside the firewall.

Cisco VCS Expressway Pairs

Onsight TeamLink won't detect VCS Expressway/Cdrairs (outside the firewall and
inside the firewall respectively). Depending onfiguration, SIP calls may fail because
of the Onsight endpoint’'s SIP Profile Settings. méak cannot SIP register on behalf of
the Onsight endpoint to a VCS control that is betarFirewall. Even though Onsight’s
Firewall Detect status reports that HTTP/HTTPSviilable, SIP registration will not be
available through TeamLink and therefore SIP aailsnot be possible.
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Simply stated TeamLink can only proxy SIP traffic if the SIP Server it is contacting
has a Public interface. VCS Controls are typically located behind a Firkwad/or in a
DMZ and do not have a Public interface. Onsightpamts outside the Firewall must
register to the VCS Expressway that is locatedidethe Firewall.

Example: A customer has a VCS Expressway and VG8r@air. In this case the
TeamLink may report that SIP is not available wbhehind the firewall and tunneling
may not work if the Onsight Endpoints’ SIP settirags pointing to the VCS Control.
Customers in this configuration already have tpaoex the SIP settings to the VCS
Express or VCS Control when they cross from one sidhe firewall to the other.
Librestream recommends that you disable the OTLS configuration when behind the
firewall and enable the OTLS configuration when on the outside of the firewall.

ﬁ < S 1P/ TCP/RTP//UD Pl < P/ TCP/RTP//UD Pl 9
VCS Control VCS
Expressway

OUTSIDE NETWORK
INSIDE NETWORK
TP!H\’YPs/ Firewall 7,

- o
/ \ b//agp\Must use VCS-E

7‘7~p
iy
D,
S

Endpoints configured to
register to the VCS-C
cannot use TeamLink
because TeamLink is

blocked by the Firewall

when trying to SIP
register to the VCS-C, in
this case the Endpoints
must be configured to
register to the VCS-E if
it's allowed or Turn off
TeamLink.

Onsight
Endpoints

TeamLink
Server

Proxy Settings

If Proxy Settings are configured on the Onsightpamigt, Onsight TeamLink traffic will
be directed to your enterprise’s Proxy Server. Fhaxy Server must be configured to
allow HTTP/S tunneling.

The use of the Proxy Server might impact video itpudue to heavy loads on the Proxy
Server adding additional latency to the media stiea

In this case the traffic flow would be Onsight ExXpe Enterprise Proxy Server >
Enterprise Firewall > OHTS > SIP Server.
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Web Proxy Authentication

Some Web Proxy Servers may require client authatimic before allowing access to
proxy services. Currently TeamLink does not suppathentication with Web Proxy
Servers.

To work around this issue, if possible the Web 8eRroxy needs to be configured to
allow TeamLink traffic without requiring authenttcan from the Onsight Endpoint.
Alternatively, the native SIP/Media ports can bediby disabling TeamLink, this
however requires the Firewall to allow traffic dvese ports to the SIP Server. See the
Network Requirements application note at www.lilmesm.com/Support.
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