Application Note

Onsight Device Certificate Management

o000
::0 Librestream



ONSIGHT DEVICE CERTIFICATE MANAGEMENT ..., 3

Supported Certificate FOrMALS: .............i oo e e 3

STOTES LIST .ttt ettt et ettt e e ettt et e e e e e e 3

IMPOItiNG CertifiCAtES: ... oo e e 3
CERTIFICATE PACKAGES USING ONSIGHT MANAGEMENT SUITE............. 5
ONSIGHT DEVICE SIP REGISTRATION - SIP-TLS CHECK LIST: .....cceeeeeeee. 5
ONSIGHT DEVICE WIRELESS NETWORK - EAP-TLS CHECK LIST: .............. 6
ONSIGHT DEVICE WIRELESS NETWORK - PEAP CHECK LIST:....ccccoeveeeneee. 6
TROUBLESHOOTING ... 7

Application Note: Onsight Device Certificate Management -2- © 2011 Librestream Technologies Inc.



Onsight Device Certificate Management

X.509 Certificates are used to authenticate thetityeof a User or Computer on a
network. The Onsight Device supports using X.50%fazates for the following:

* 802.1X Wireless Network User Authentication e.gSTL
» Server Authentication e.g. TLS or PEAP

* SIP-TLS encryption e.g. SIP Proxy Server registrati

» Cisco Presence Server Authentication

Supported Certificate Formats:

» Certificates: .cer — contains certificate inforroatwith public a public key but
not a private key. This is a generic extension degiotes a certificate. Server,
Root Certificate Authority (CA), and Intermediaté Certificates can be in this
format. It is commonly a plain text file and can®&M, DER or Base 64 format.
You can import these formats into the Windows Gedie store.

» Public-Key Cryptography Standards (PKCS #12): .gdg2 — stores private keys
with accompanying public key certificates, protectath a password based
symmetric key. This format is generally only seethwva Client Certificate.

* Private Keys: .pvk — private key for a User cettite.

Stores List

Certificates can be imported into the followinge@rogical stores:
* My Certificates: contains individual certificates fusers.
» Trusted Authorities: contains certificates from Jted Root authorities.
» Other Authorities: stores all other certificatedgpe.g. intermediate CA
authorities.

IMPORTANT: When using certificates the Onsight Device date and time must
be accurate to allow successful authentication of the certificate.

Importing Certificates:

» Copy the certificate you wish to install onto thedRdirectory of an SD card e.g.
‘siphost.cer’.

» Insert the SD card into the Onsight Device.

» Login to the Onsight Device and proceed...
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1. Go to the Main Menu and select Configuration.

Stream Setup

2. Go to Security\Certificates and Press ‘Certificatédutton.

E-General Certificates
=-Display
B Video

#-Audio
[
&

#-Call Control
+-Network Certificates...

- Certificates
Encryption
_-Privacy

- Time

- Information
H-Maintenance

MNote: Any changes in the certificate dialog take effect
immediately and cannot be undone by pressing
‘Cancel'.

Accept || Cancel | Apply

3. Press ‘Import..." button.

H- General Certificates
&-Display
#-Video

- Audio
&
B

i Call Control
i Network Certificates...

| 5 Class 2 Public Primary ¢ ation Authority

Priv (Class 3 Public Primary Certification Authority

. cups librestream.local .
- Time Entrust.net. Certification Autharity (2042)

Lists the certificates Entrust.net Secure Server Certification Authorit
H Inff;)rm trusted by you Equifax Secure Certificate Authority E‘
-Mainte
| Import.. | | Yiew.. | ‘ Remove |

Note: Any changes in the certificate dialog take effect
immediately and cannot be undone by pressing
‘Cancel'.

Accept || Cancel | Apply

Application Note: Onsight Device Certificate Management -4 - © 2011 Librestream Technologies Inc.



4. Select the certificate to import and press ‘Impbritton. Note: you may be
prompted to enter a password is the certificapassword protected.

F-General Certificates
=-Display
#-Video

B-Audio
B
[
E

#-Call Control
i Network Files found on \Storage Cardy,

£ Securi FreeRADIUS net-CA.p12 lz‘ ——
. kaiserdema.cer
Login==| Libre TestCa, cer

..... Certi myca.cer
sip_public_interface_cert.cer

|I_II;| I_ILI|

&+ Inform File Types

F-Mainte Certificates (.cer)
PKCS #12 (pfy, .p12)
Private Keys (,pvk)

Accept | Cancel || Apply

Certificate Packages using Onsight Management Suite

Librestream’s Onsight Management Suite can be tosathnage your Onsight Mobile
Devices and install certificates by creating cedife packages which are installed during
a Software Update Job.

The Onsight Management Suite Administrator creat€grtificate package which
includes the certificate types supported by theighmPevice. This package is then
added to a Software Update Job that is pusheddhetdevices when they connect to
the Onsight Management Web Service.

Each certificate is assigned to a Certificate Séme can be installed for use by all Users
or a selected User only.

Consult the Onsight Management Suite User Manualdtails on creating Certificate
and Software Update Packages.

Onsight Device SIP Registration - SIP-TLS Check List:

1 Confirm the correct date and time is set on thei@n®evice
[0 Install required X.509 certificates:

» SIP Server Certificate e.g. siphost.cer
[1 Set the Authentication Transport to ‘TLS’
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& General SIP Settings
+-Display

- Video @ Device Settings O My Settings
E

E

H-Audio URI:

= Call Control - - p
. General ‘ODewce@mphost.l|brestream.com |

LsIp SIP Server Address {Registered}:

BSID Settings ‘siphost.librestream.com |
~Cisco Presence | Authentication User Name:

. Bandwidth ‘guestOAM |
~TeamLink Authentication P d:
- Network u**f:*ii ion Password:
H-Security ‘ |
& Time Authentication Type:
- Information Digest
#-Maintenance

Authentication Transport:
O TCP ® TLS

Accept || Cancel || Apply

Onsight Device Wireless Network - EAP-TLS Check List:

[0 Confirm the correct date and time is set on theighn®evice
O Install required X.509 certificates:
» User Certificate
* Server
» Certificate Authority Root (if necessary)
[0 Correct WiFi security settings are entered on theight Mobile
o Encryption: TKIP or AES
0 Authentication: WPA or WPA2
0 EAP type: TLS
o0 Enter theuser name of the Certificate under
Configuration\Network\Wireless\Advanced\Wirelessherk
Properties\Properties\Authentication Settings\Uiskarmation
o0 Press ‘Select’ and tap on the correct Certificatese for Authentication

Onsight Device Wireless Network - PEAP Check List:

[0 Confirm the correct date and time is set on theigbndviobile
0 Enter PEARuser name andpassword under
Configuration\Network\Wireless\Advanced\Wirelesst\nark
Properties\Properties\Authentication Settings\Ustarmation
[0 Verify the ‘Validate Server’ check box is correclgt on the User Information
page
o If you are not validating the identity of the serwecheck ‘Validate
Server’.
o If you are validating the identity of the serveeck ‘Validate Server’ and
install the certificate for the server on the OhsiDevice.
= Install required X.509 certificates:
» Server
» Certificate Authority Root (if necessary)
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[0 Correct WiFi security settings are entered on theight Device.
o Encryption: TKIP or AES
0 Authentication: WPA or WPA2
o0 EAP type: PEAP

Troubleshooting

1. After following the setup steps the device stilhtaAuthenticate:
a. Is the user locked out because of too many auttedith attempts?
i. Time outs can occur during authentication attentpig. Cisco
Access Point controllers have an ‘identity-requestout’ this can
be modified to increase the timeout to prevent dat&. If a user
hasn't entered the username/password correctlyhasdo re-enter
information the timeout can cause a lockout to occu
ii. Fix: Reset the PEAP user account at the RADIUS Serv
2. The username and password were entered in thecttweation but the Network
Information Dialog still prompts me for user namagpword information.
a. Atypo may have occurred when entering the inforomat
i. Press the ‘Advanced’ button on the Wireless Infdromatab.
Delete the SSID you are trying to connect to frowe ‘Preferred
Networks’ list. Press ‘OK'.
ii. Re-enter the information for the connection to&&D including
PEAP username/password information.
3. Has the date and time been reset?
a. If the battery was allowed to drain the date antetmay have been reset,
check that the date and time are accurate.
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