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Introduction

The purpose of this document is to provide a hayell overview of the basic
requirements for the Onsight system and outlingypieal stages involved in a mid to
large scale deployment.

The following topics will be covered:

Network Architecture review

Typical infrastructure requirements such as a 8tves, firewall considerations,
and network topology

Onsight Management Suite (OMS) centralized adnatisin software including
Onsight endpoint configuration packages, contats ind Onsight Expert
licensing

Onsight mobile device (OD) staging including wisdenetwork set-up and
centralized configuration

Onsight Expert (OE) software deployment acrossraerprise

End user training recommendations

Prerequisites

1.
2.
3.

Onsight software and license activation keys aeglavle for deployment.
The SIP Server Installation and configuration isptete.

The Onsight Devices are on premise and a stagewiaravailableNote: Each
OD will need to be connected to the network and correctly configured manually
to receive theinitial OMS configuration packages.

Additional Resources

For further information regarding prerequisites sdhthe Onsight Management Suite,
Onsight Device and Onsight Expert User Manuals.
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Stage 0: Network Architecture

The Onsight system uses Session Initiation Prot@&I#l) to establish audio and video
sessions between Onsight Endpoints (Onsight Deaied<Onsight Expert desktops). The
session is established using TCP for the SIP pobtdadio and Video media is sent
using UDP packets, and a SIP Server is requiredaioage the traffic between the
endpoints. The existing network architecture masténfigured to permit the Onsight
Endpoints to communicate with the SIP Server.

Involvement of the IT department is essential isugimg a smooth deployment.
Decisions on network security and deployment regthieir knowledge and in most cases
approval before connecting the Onsight systemeaam#twork.

Network Architecture Example
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The key to ensuring that Onsight Endpoints can camaoate with each other is access to
the SIP Proxy Server. All SIP traffic can be resé&il based on destination i.e. only allow

originating SIP/Media traffic to the SIP Server.eBk requirements are described in more
detail in Stage 1.
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Stage 1: Infrastructure Readiness

During the first stage, you will complete the caigte infrastructure set-up and confirm
the corporate policy decisions. For example, thera€IT group will need to open SIP
and Media ports on the Firewall (destined spedifida the SIP Server) and confirm
security policy decisions for the Onsight system.

Security

Onsight provides many enterprise security optionsafeguard the media and
communication. These options include:

* User Authentication

» Configuration Access Control

* WiFi Security

* Media Encryption

* SIP-TLS Encryption

* Virtual Private Network

» Privacy (disables video and image saving)
* Firewall/NAT Traversal

* FIPS 140-2 Encryption

These options should be reviewed to confirm theufea and options your enterprise
would like to use. If your organization selects -SIES encryption, you will need to
install the SIP Server certificate on the Onsightljioints in the later deployment stages.

For more information see:
http://www.librestream.com/Brochures/Whitepapersight_Security_Overview_v1.2.pdf

SIP Server

When the Onsight Endpoints are located on diffenetivorks and SIP traffic must cross
Firewall/NAT borders, a SIP Server is required tanage the traffic between the
endpoints. The SIP Server also allows an URI addrgscheme (format: user@sip.com)
to simply contact lists.

You will need the following SIP information for thmext stage of deployment:
1. SIP server address
2. URI
3. User name and password
4. Authentication Transport Setting

Note: Using IP addresses to call the Onsight Endpdlirectly is possible when the
endpoints exist on a routable network i.e. WAN. tdger this approach is not
recommended in a medium to large deployment dtieetalifficulty in managing IP
addresses that may change regularly with DHCP adihg schemes.
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Librestream has tested Onsight with the followinBg Servers:

« The InGate SlIParator
o A Firewall/NAT-Session Border Controller with a kitin SIP Proxy
Service.

o For more information on the configuration of InGatigh Onsight see:
http://www.librestream.com/Brochures/Whitepapensfestream_InGate_QSG.pdf

Tandberg Video Communication Server (VCS)

In addition, Librestream also provides a SIP hasservice for enterprises that do not
plan to implement their own SIP servers interndfigrt more information on the SIP

Hosting Service Requirements, see
http://www.librestream.com/Brochures/Whitepapersfestream_FireWall_Requirements. pdf

Firewall Traversal

The corporate firewall must be configured to all8i#? Protocol and media traffic. The
following ports are required to allow Onsight SilaMedia traffic to a SIP Proxy
Server:

« SIP TCP/UDP: 5060
o0 The Onsight Endpoints use SIP TCP 5060 by defaulth® option to use
SIP UDP 5060 is provided.
* SIP-TLS TCP: 5061
o Optional, but required if using TLS encryption 8P messaging on the
SlIParator. SIP-TLS provides encrypted SIP messaggsequires the
installation of certificates on the Onsight endp®in
* UDP Media Ports: e.g. 58024 — 58523. This rangemdigurable on the SIP
Server and allows the following RTP/RTCP streams:
o Video
o Voice
0 Subject Audio
o Data

For more information see the Firewall Traversal kggtion Note:
http://www.librestream.com/Brochures/Whitepapensfestream_FireWall_Requirements.pdf

VPN

If your network architecture for deploying the Qgtdi system includes VPN access to
your network, you must ensure the supported VPNaukt are configured on your VPN
Server. The Onsight Device supports L2TP/IPSec.

For more information, see the Onsight Device VPNgation Note at
http://www.librestream.com/Brochures/WhitepapergiNpte-VPN _OD setup v1.1.pdf
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A VPN connection allows an OD to connect fronfdaR%arty network to the SIP Server
through the native Enterprise LAN without neediagrtake Firewall changes at tHé 3
Party network. However, VPN traffic must be allovadhe &' Party network.

Onsight Management Suite Web Service

Depending on the placement of the OMS Server wigbimr Network Topology, you
may need to configure port forwarding on the nekrewall/Router for the OMS Web
Service option. This port forwarding is requirechttow the external Onsight endpoints
to contact the server.

Network Architecture Checkilist
[ SIP Server is installed/configured
 Firewall ports have been configured to allow SI@ kfedia traffic
M VPN Server is configured (Optional — not mandatory)
¥ Decisions made on Onsight security methods
M Install Firewall/Router Port forwarding establisfedthe OMS Web Service

Additional Resources

For further information regarding SIP Registratietup consult the Onsight Device and
Onsight Expert User Manuals and/or review the Aggtlon Notes identified above.

Stage 2: Onsight Management Suite Configuration

The OMS software is used by central administraimraanage all the Onsight endpoints.
In this second stage, the OMS software should $talied, licensed and used to create
initial packages to push to Onsight endpoints. V@M¥S, the Administrator has the

ability to manage each endpoint and set the festinag are available to the users without
Administrative privileges.

OMS Installation and Configuration

1. Install OMS on a server that meets the definediBpaions in the OMS user
manual. This software will run for 60 days befdre ticense activation key must be
installed.

2. Before you start using OMS, you should activatesthiéware and determine if you
want to use OMS as a Web Service and/or SNMP mamage You will need this
decision prior to configuring the Onsight Endpoints

a. Typically SNMP is sufficient when all endpoints dmeated on the same
LAN. The Remote Web Service option is used whenigh&ndpoints are
located outside the network, e.g. Field Technicians still need access to the
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OMS Service for updates. The SNMP and Remote Welc®eoptions can
be run concurrently.

3. If you are planning to use the Remote Web Servpt®n, set-up an Onsight Expert
Custom Install Package in OMS. This function create XML file that will
automatically configure the Server URI and Encryptkey for the Onsight Expert
installation in Stage 4.

Note: If you are using SNMP, you will need to sekbe SNMP Device Discovery
function within OMS after the Onsight Endpoints Bdeen configured with the SNMP
information.

OMS Firewall Setup

The Firewall/Router must forward incoming web seeviequest from the Onsight
Endpoints to the OMS Server in order for Onsightlgints to communicate with OMS
when outside the Enterprise LAN/WAN.

Create Configuration Packages

You can use OMS to create configuration packagesist specific settings to your
Onsight Endpoints. Within the Configuration packageu can centrally manage options
such as bandwidth limitations, security policiesttéry life settings, etc. for the Onsight
Endpoints. You can set-up one or multiple packag@®hsight Expert desktops and
Onsight Devices if there is differentiation basedcateria such as location.

1. Create Onsight Expert Configuration package(s).
2. Create Onsight Device Configuration package(s).

Note: Make sure that your packages include the SMMRemote Web Service
configuration information as well as the correcy/tiene information.

Create User / Contact Lists

Using OMS, you can create User and Contact listetaml to all the Onsight Endpoints.
You can create different lists for groups (e.gdepartment or by region) to send specific
lists to different groups of Onsight Endpoints. .

Create Media Configuration Packages

The Onsight Endpoints ship with three preconfigurestlia settings including:
- High (720 x 480 resolution, 10 fps, target 1Mb/bandwidth)
Medium (528 x 368 resolution, 10 fps, target 400g¢b)
« Low (320 x 240 resolution, 10 fps, target 250 Kbjse
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You may wish to distribute additional standard naszbnfigurations to your Onsight
Endpoints. For example, if your use case involugh motion, you may wish to set-up
and push out an option that includes 30 framesg@eond (fps).

Certificate Packages

If you are using SIP-TLS, you can create a packageish out the certificate to your
Onsight Endpoints.

License Management — Onsight Expert

To active the Onsight Expert software, the endsusan manually enter Activation Keys
or you can automate the process. To automate in,@M8would do the following:

1. Import or enter the Activation Keys within OMS
2. In Stage 4, you will create an Onsight Expert Aatiion Job in OMS to push out
to the Onsight Expert desktops

Note: You can also create an Onsight Expert Custatall Package file (as described
earlier) that includes the Activation Key. Howewiis approach is not typical for large
scale deployments, as you would need to creatstarouile for each user.

OMS Configuration Checklist
M Install, Activate and Configure OMS
Create Onsight Expert Custom Install file if usRgmote Web Service
Create Onsight Device and Onsight Expert Configomgbackages
Create User/Contact list(s)
Create Media Configurations, if desired
Create Certificate packages, if SIP-TLS used
Enter the Onsight Expert Activation Keys

N NANXNNNN

Distribute the login account information to the ersgérs, (User name and
passwords) in order for them to be able to logithtoendpoints.

Additional Resources
Refer to the OMS User Manual for more details otkpge creation and deployment.

White Paper: Enterprise Deployment Guide -9- ©2007-2011 Librestream



Stage 3: Configuring the Onsight Devices

Connect Onsight Devices to the Network

The Onsight Devicenust be powered on, connected to an AC power supply and
connected to either a Wireless network or throutfteiet to receive package updates
from the OMS server.

The Onsight Devicenust be manually configured to connect to the Wireleswvork. If
using an Ethernet connection with an Onsight 2086c&, you will need to attach the
I/O sled to the bottom of the device in order tamect the cable. The Ethernet
connection requires no further configuration.

Complete Manual Configuration Requirements

1. Connect OD to the network

2. Configure OD with either the SNMP Community detaitsthe Remote Web
Service information to allow OMS communication be tdevice

3. Make sure the Onsight Devices have the correct/Diate

Onsight Device Discovery

After the Onsight Devices are connected to the agtvand manually configured, OMS
must perform the ‘SNMP Discovery’ to create thé éifManaged Endpoints.

OMS Software Update Job

In OMS, create a Software Update Job that incltidesonfiguration packages,
user/contact lists, etc. that you want to pushteotihe Onsight Devices. You can create
multiple Software Update Jobs to select specifitkpges for groups of Onsight Devices,
if desired.

Note: these packages may take a few minutes td edathe Onsight endpoints.

Confirm Correct Configuration

After the Software Update Job is complete, testrapde of Onsight Devices to confirm
the settings are correct before they are shippduetosers. A typical test would be to
login as a user, confirm SIP registration, and caha test call.

Package and Ship

The Onsight devices are typically sold with an asoey kit that includes a hard carrying
case, spare battery, SD card, spare stylus andgdéteddace the OD and DC power
adapter back into the hard carrying case and cuorifiat the accessories are there prior to
shipping.
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Onsight Device Configuration Checklist
I Connect the Onsight Devices to the network
¥ Complete the manual configuration requirementeémh OD
[ Create the ‘Software Update Job’ in OMS for thei@imisDevices
 Perform the SNMP Device Discovery within OMS, if BR is used
[/ Test a sample of the Onsight Devices
™

Package and Ship the Devices to the End Users

Additional Resources

Refer to the Onsight Device User Manual for moraitke
Refer to the OMS User Manual for more details osi@int endpoint configuration,
package creation and deployment.

Stage 4: Configuring the Onsight Expert Desktops

Onsight Expert Installation

The Onsight Expert software is typically storedeometwork drive and distributed to the
appropriate staff via a link to this central stadgcation. The recipient would typically
run the software install from the network foldemirder to install it on their computer.
The OE software will run in trial mode for 60 dgysor to requiring an activation key.

Onsight Expert Custom Installs can be made usiagGheate Onsight Expert Custom
Install’ feature. The Custom install allows autoimabnfiguration of Web Service. See
the OMS User Guide for detalils.

Onsight Expert Discovery

If you are using SNMP for OMS, follow the SNMP sgt-instructions in the Onsight
Management Suite User Guide. From OMS, you must gerform the ‘SNMP
Discovery’ to create the list of Managed Endpoints.

Onsight Expert Activation

To license Onsight Expert, users can enter thevatin Keys manually as described in
Stage 2 or you can automate the process through. OMS

» If you are using OMS, you should have already eatéine Activation Keys in
Stage 2.
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* In this stage, you will Create Onsight Expert Aatien Job in OMS. This action
will automatically push the Activation Keys to tlmsight Expert clients you
select.

Using OMS to distribute the Onsight Expert ActieatiKeys in this manner is the
recommended method. You can also activate eaclghltriskpert desktop separately
through the Custom Install option that is descrilve8tage 2.

Note: The Onsight Expert application must be rugran its host PC in order to receive
updates from the OMS.

OMS Software Update Job

In OMS, create a Software Update Job that incltidegonfiguration packages,
user/contact lists, etc. that you want to pusht@tihe Onsight Expert desktops. You can
create multiple Software Update Jobs to selectispgackages for groups of Onsight
Expert desktops, if desired.

Note: these packages may take a few minutes th mhthe Onsight endpoints.

Confirm Correct Configuration

After the Software Update Job is complete, testrapde of Onsight Expert desktops to
confirm the correct settings before they are apgadoer use by the users. A typical test
would be to login as a user, confirm SIP registratend conduct a test call.

Onsight Expert Configuration Checklist
[/ Set-up a central location for users to access timgbt Expert installation
¥ Complete the Onsight Expert Activation Job thro@¥S
[ Configure SNMP Community on the Expert
M Create the ‘Software Update Job’ in OMS for the i@msExpert desktops

1 Perform test calls with a sample of the Onsightéfkpsers

Additional Resources

Refer to the Onsight Expert User Manual for moreaite
Refer to the OMS User Manual for more details osi@int endpoint configuration,
package creation and deployment.
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Stage 5: User Training

After the Onsight Endpoints are configured and labée for use it is important to train
the end users on how to use the Onsight systerctigtty as a collaboration tool.
Librestream can provide end user training onlinerwite, if required. If the training is
provided online, it can be recorded and providegoto for future use.

A sample of the important initial topics is outlthbelow.

1. Basic System training

(0]

o O O0OOo

o

How to Login

Making Calls

Still Image Sharing

Streaming Video (Live and Recorded)
Recording Video

Etc.

2. Review Best Practices
3. Identify Use Cases where the Onsight mobile coliatian system can leverage
expertise within your enterprise.

For More Information

Librestream Technologies Inc.

895 Waverley, Suite 110

Winnipeg, Manitoba

Canada, R3T 5P4

Phone: 1-800-849-5507 / +1-204-487-0612
Fax: +1-204-487-0914
www.librestream.com

info@librestream.com
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